Privacy Policy
Scope of application
This privacy policy is only valid and active for services on which this privacy policy is provided by
Pit Forest UG (haftungsbeschränkt). It is not valid and active for third party websites and
platforms, operated by third party companies and organisations, to which we link.
PitForest UG (haftungsbeschränkt) is not liable for the safety of personal data that is presented
by services of third parties, because PitForest UG (haftungsbeschränkt) does not monitor or
operate these services.

What kind of personal data do we collect?
We collect personal data that is necessary for the use of the respective products and services.
This data is used to enable the use of the products and services and, if necessary, to be able to
create an account (cf. § 15 (1) TMG).
Among other things, this is the so-called IP address (which is anonymized before storage). The IP
address is a number that allows a computer network to identify and reach your computer.
Some services and products require registration. The user must specify the following data when
registering:- Name
- E-Mail address
- Password
- Language / Localization
In addition, some products and services offer the possibility to process the registration and login
via an external provider. If these are used, the following data will be stored:
- The data returned by the external provider
- A unique identification number
- The name of the external provider
This data, forwarded by the external provider, is used to register with the product or service being
used. If the external provider is reused for a login, the unique identification number allows a
unique assignment of users.
When using services (such as the purchase of premium currency, items, etc.), the necessary data
for the transaction is recorded. This data is:

•

When buying a virtual game item via premium currency

•

Identification of the game object

•

Price in premium currency

•

•

Date of transaction

•

Unique user identification

When purchasing premium currency via a third party (Paypal, Kongregate, ...)

•

Identification of third party supplier

•

Number of units purchased in the premium currency

•

Price of transaction (without currency)

•

Currency used

•

Date of transaction

•

Unique user identification

•

Country identification, if provided by third party provider

•

All the additional data the third-party provider sends with a transaction

Under which circumstances is personal data
collected?
Your personal data is collected when you interact with our services or contact us.
Personal data is collected when you:
- Use one of our services
- Contact us
- Share information on our social media channels
- Change or give names to savegames that are stored in our cloud-based savegame system

How does PitForest UG
(haftungsbeschränkt) collect information?
•

Cookies
Pit Forest uses Cookies to guarantee successful operation of our services.

Cookies are small files which are stored on a user's computer when visiting websites,
and are used to store information within them.
Pit Forest does not use cookies to store any confidential data like name, e-mail
address or other information which may be used by third parties to identify the
user.
Cookies are used to allow Pit Forest to identify users and to store
information about the visit.

Pit Forest may and will use cookies when a user visits our websites or uses our
products to provide content or analysis tools provided by Pit Forest.
Your browser provides the ability to disable cookies or settings to be notified
when
a cookie is sent to your computer. However, this may affect the ability to
access certain
features of our services. Please check the "Help" menu of your
browser to find out how to
change your cookie settings.
Deletion of the cookies can lead to a loss of data on games, if these have only
saved locally.

been

To delete cookies, please contact the support of your Internet browser.

•

IP addresses
For security purposes, PitForest UG (haftungsbeschränkt) stores the Internet Protocol
(IP) addresses of each visitor in a server log on the web servers.

•

Other resources
When using the services of Pit Forest UG, analysis tools are used to collect personally
identifiable information about the habits, behaviors and use of our services by the user.
This information is collected in order to adapt the services to the interests of the users
and to ensure a better quality of these services.
The information collected may include:
The unique identifier of the device, internet provider, carrier, unique device identity
including MAC address, browser information, operating system, hardware information,
localization data, date and duration of use of the services, score, game data, results,
ranking lists, monetarisation rate or other comparable information.

•

Local Storage
With Local Storage, web applications can store data locally in the user's browser.

Unlike cookies, the memory limit is much larger (at least 5 MB) and information is
transferred to the server.
Information in Local Storage can only access the domain from which the
originates.

never

information

Google Analytics
This website uses Google Analytics, a web analysis service of Google Inc, (1600 Amphitheatre
Parkway Mountain View, CA 94043, USA; "Google"). The use includes the "Universal Analytics"
operating mode. This facilitates the assignment of data, sessions and interactions across several
devices to a pseudonymous user ID and thus the analysis of a user's activities across devices.
This data protection notice is provided by www.intersoft-consulting.de.

Google Analytics uses "cookies", which are text files placed on your computer, to allow the
website operator to analyze how users use the site. The information generated by the cookie
about your use of this website is usually transferred to a Google server in the USA and stored
there. However, if IP anonymisation is activated on this website, Google will reduce your IP
address within Member States of the European Union or in other states party to the Agreement
on the European Economic Area beforehand. Only in exceptional cases will the full IP address be
transmitted to a Google server in the USA and shortened there. The IP address transmitted by
your browser in the context of Google Analytics is not merged with other Google data. On behalf
of the operator of this website, Google will use this information to evaluate your use of the
website, to compile reports on website activity and to provide the website operator with other
services related to website and Internet use. Our legitimate interest in data processing also lies in
these purposes. The legal basis for the use of Google Analytics is § 15 para. 3 TMG and Art. 6
para. 1 lit. f GDPR. Sessions and campaigns are terminated after a certain period of time. By
default, sessions are closed after 30 minutes without activity and campaigns after six months.
The time limit for campaigns may not exceed two years. For more information on terms of use
and data protection, please visit https://www.google.com/analytics/terms/gb.html or
https://policies.google.com/?hl=en.

You may refuse the use of cookies by selecting the appropriate settings on your browser,
however please note that if you do this you may not be able to use the full functionality of this
website. You can also prevent Google from collecting the data generated by the cookie and
relating to your use of the website (including your IP address) and from processing this data by
Google by downloading and installing the https://tools.google.com/dlpage/gaoptout?hl=en
Browser Add-on. Opt-out cookies prevent the future collection of your data when you visit this
website. To prevent Universal Analytics from collecting data across several devices, you must
opt-out on all systems used. If you visit https://www.pitforest.de/opt-out.html here, the opt-out
cookie will be set.

Social Media Login
Pit Forest provides its users the opportunity to use a third-party provider to create a user account
and log in.

- Facebook von der Facebook Inc., 1601 S. California Ave, Pao Alto, CA 94304, USA;
- Google + von der Google Inc., 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA;
- Reddit Reddit Inc., 520 Third Street, San Francisco, CA 94107, USA
The data transmitted by third parties is always kept confidential.
For further information on the purpose and extent of the data collection and the further use of the
data by the platform operators, as well as your rights and settings for the protection of your
privacy, you can refer to the privacy policy at the following links:

Facebook: https://www.facebook.com/about/privacy/

Google+:

http://www.google.com/intl/de/+/policy/+1button.html

Reddit:

https://www.reddit.com/help/privacypolicy

Will my personal data be passed on to third
parties?
The personal data relating to the services of PitForest UG (haftungsbeschränkt) are not passed
on to third parties.

What other data is collected?
In order to provide better service when program errors happen, some of the services provided
send information to Pit Forest servers when errors occur. These contain only data related to the
relevant program. These consist of a stacktrace and a collection (log) of the last user interactions
with the service.
When games are played using third-party providers, information about scores may be sent to the
third-party provider, for example, to fill highscore lists.

Who can I contact with my personal data?
If you have any questons ega ding the use of you pe sonal data, please contact ou Data P otecton
Ofce
A) by e-mail to p ivacy@pito esttde
B) by post to
PitFo est UG (hafungsbesch änkt)
Blumenst t 21
96271, G ub am Fo st
Alexande Ote (Data P otecton Ofce )

